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VLAN fAoa:[s? (Physical vs. Logical)

VLAN (Virtual Local Area Network) Aomsvaugnnsisoucs
InSavngtsvassa: (Logical) (kaglusUuuunisend Domain
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4 Us:losuikanoinnisni VLAN
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911a Broadcast Traffic gns:QuAdIVUaDQNY
UovAululk Broadcast dowans:nu asiv Access Control List (ACL)
dous:ansnwlagsouyow Network uu Layer 3 Taviedu aonduidew

O'lﬂﬂ'TSClﬂDUUElUUa (Sniffing)
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IJasu Subnet [Gvieiwgviii Config nuvngnIWuNBaIou (15U Sales,
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lasvasivansawdsyav Cisco Switch
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10/100/1000 Ports:

wasakandrsutBaudaaunsal (Client/Switch)

1 Mode Button & LEDs:
L

duna:zIwnanyaniuznisnigiuved Switch
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Console Purtl{RJ—45 / USB mini-Type B):
dovmudksuldoudatweduAaunsailagasy
(Management)
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SFP Module Slots:
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wsa 2 Usztnnnaavusvyn: Access vs. Trunk

Access Port Trunk Port

J—
-

~ -
KUuln / Purpose:
I3oudosS:K30 Switch AU Switch

KU"A / Purpose:
idoudoon Switch Tugv Client (PC, Printer)

suadne / Cable:
anwasv/anelu3 (Guogusuaunsnl)

suadane / Cable:
dalgasv (Straight Through)

n1savdouya / Payload:
dornu Traffic yovkales) VLAN [UwSaurnuld

n1sdvdaya / Payload:
dvuou Traffic d1KSU 1 VLAN 1naUdu
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NIWSOUNISAYAN (Configuration Pipeline)

SRR

N1Sasiv NISNIKUQ

(Creation) __ (Assignment)

IW1gs:u JIWOfIKUQ S:UdUINDSIWG (WosQ)
Kulglay VLAN ID YovaNSAIIS A dUA
la:dvdondonuUKUNY { 107nU VLAN naswb
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Step 1: A1sasiv VLANs (Creation)

i

enable -> Whdlkua privileged EXEC

~ oy | —
SW1> enable - E |—i configure terminal -> 1dlkua global configuration
SW1# configure terminal .

SWi(config)# vlan 10 e — |:vlan10 -> a&w VLAN ID kungtau 10”:}
SW1(config-vlan)# name HR == | =

SW1(config-vlan)# vlan 20 4| name HR -> fkuada HR T%#u VLAN 10 |
SW1(config-vlan)# name IT Wolkime

SW1(config-vlan)# exit




Step 2A: ammxsuawasalkua Access

SW1(config)# interface Fa0/2 laanwasa FastEthernet 0/2

L

SW1(config-if)# switchport mode access vAUWasadlKkrmvIuGauaanu Client

SW1(config-if)# switchport access vlan 10 5waa§n|ju’j-lﬁu VLAN 10

SW1(config-if)# no shutdown

Jodanslgviudutnosiwe

. E S F= I - 0 |.'. .
Pro Tip: aavmsavAnazkargwasa? [smav interface range Fa0/3-5
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Step 2B: MmKruawasalkua Trunk

SW1(config)# interface Fa0Q/1

avAwoasalkdvwiu
Traffic d1KkSuKkale VLAN

SW1(config-if)# switchport mode trunk
SW1(config-if)# switchport trunk encapsulation dotlg
SW1(config-if)# no shutdown

s:uluslanoanisidnska \

Insight Box
n1ludav dotlq?

IEEE 802.1QJ(dnt1q) iJuurasgiugaaiknssuaina savsuaunsaildnnale
avo1n ISL mdus:uuiaw:uav Cisco
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N1SOSJddouU (Verification)

kJondvANaEdFuU davasidaauaniusila:wasantngITavLEaud

f )

Verification Checklist

V] asJ9addud1 VLAN ID uazsognGav

V] asJpdaudwasa (Fa0/x) gnvadssii
VLAN andav

SW1# show vlan brief

V] asu: msuLendiulnSaungIBuassnn:
[@svawysai ssuviiAuUasanguas
UssansSmwiwuiu
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i;:u Qou d aIU (N eXt StepS) 3. Subinterfaces:

g 5 = [ ~ i
nauu VLANSs nﬂuanaanmnﬂuamnauusmuaj (S8USMSVATWDSOUDBLAS
wawolk aUnssu v VLAN an msnaaa'lsnuln :AsM Routing Protocol
nmmnanmﬂdamsmums auaalu: -

2. Layer 3 Devices:
1 Router KSo Layer 3
Switch wu1wvans Traffic

1. Inter-VLAN Routing:
[oudalanuov VLAN
lWAK8uAU

Fuaadionmsava VLAN ovdu
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